Link for Downloading VPN client
software:

https://wikis.utexas.edu/display/engritgpublic/Connecting+to+the+University+of+Texas+VPN
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VPN (Virtual Private Network) is required to access your campus desktop from off campus as well as other UT services.

* VPN requires two-factor authentication using DUO.
e To setup DUO for the first time: https://utdirect.utexas.edu/apps/duo/register/duo_login/?next=/apps/duo/register/

Installing VPN (Application: Cisco Anyconnect Secure Mobility Client)

* Engineering managed computer
e The application, Cisco AnyConnect Secure Mobility Client, should already be installed.
e |f you don't see it installed, open "Software Center” and choose to install it.

* Personal e

e Select the Download button to download and install the software.
¢ Mobile Device
* Download the free Cisco AnyConnect Secure Mobility Client app
* Users of i0OS devices may download the app from the iTunes App Store.
* Users of Android devices may download the app from Google Play.
® Please be sure to keep the apps updated.

Connecting to VPN:

® Start the application: Cisco AnyConnect Secure Mobility Client.
e Enter the following:
s Connect to: vpn.utexas.edu
e Username: YourElD
e Password: YourEIDPassword
® DUQC Passcode (or "Second Password” on mobile apps)
* push << Sends a notification to your smart phone
* sms << Sends an text to your cell phone
* phone << Sends a call to your phone number
* <numeric passcode> Generated from Duo App or text
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Download & Install

Download Cisco AnyConnect Secure Mobility Client and install it on your computer.

Download for Windows

@ Instructions
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INSTRUCTIONS

Siep 2 Step 3

- s | Downioads

= B ‘o ) Cisco AnyConnect Secure Mobility Client Setup X
- - N " - = Welcome to Cisco
# L AnyConnect Secure
T & ThsPC » Oowniosds . £ Mobility Client Setup
Wi ey B & . y Wizard
i
i OneDrrve ~ s
= Lounch kstell Packege =i The Setup Wizard wil install Cisco AnyConnect Secure
This BT ' 7 I~ Mobiity Client on your computer. Chck Next to
i s Fyr— i ¥ continue or Cancel to exit the Setup Wizard.
" » E #,
AN / £
B s =
Click Download to save the installation package Locate and open the downloaded install package. r |
L 7
//

Click Next on the “Welcome to the AnyConnect Secure Mobility
Client Wizard” screen

Step 4:

4 Cisco AnyConnect Secure Mobility Client Setup X

Step 5

) Cisco AnyConnect Secure Mobility Client Setup

Step 6;

End-User License Agreement Ready to Install

Please read the following license agreement carefully

The Setup Wizard is ready to begin the Typical installation [E——

= Do you want to sllcw this app from an
unknown publisher ta make changes to your
devies?

E R Type here to search




Siep Z: Step 3

Ak anycome Mobilky Ofen o
| ) [ + | Dowrioeds = B 9 Cisco AnyConnect Secure Mobility Client Setup X
: E- Dokl Hame  Shee  View L -
nt Down =
" S = Ty '] R sesectan

f u » LAkl | Setea nane =

mioass ERal =5 el ool Welcome to Cisco

s . AnyConnect Secure

e < 4 & THSPC + Downloads v B | SewchDa. B Mobility Client Setup
& Chvich aceass B anyxoninect win- core-vpn-webdepioy- k9.t Wizard
i OneDiive \

Launch Install Package The Setup Wizard wil instal Cisco AnyConnect Secure
3 This PC Mobiity Client on your computer. Click Next to
# Network continue or Cancel to exit the Setup Wizard,
1 fem L

Locate and open the downloaded install package.

Click Download to save the installation package

B e

Click Next on the “Welcome to the AnyConnect Secure Mobility
Client Wizard” screen



Sz o

_E—J Cisco AnyConnect Secure Mobility Client Setup
End-User License Agreement

Please read the following license agreement carefully

Supplemental End User License Agreement
for AnyConnect® Secure Mobility Client v4.x
and other VPN-related Software

|iMPORTANT: READ CAREFULLY

This Supplemental End User License Agreement ("SEULA) contains
|additiona| terms and conditions for the Software Produdt licensed under the ,

O gocept the terms in the License Agreement]

"1 do not accept the terms in the License Agresment
Advanced Installer

=

Agree to the Softv

e License Agreement and click Next

Sten 5

‘E‘ﬁ Cisco AnyConnect Secure Mohbility Client Setup
Ready to Install

The Setup Wizard is ready to begin the Typical installation

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back™. Click "Cancel” to exit the wizard.

Advanced Installer

Cancel

Click Install to begin insta

[——

Do you want to allow this app from an
unknown publisher ta make changes to your

You must have elevated privileges to install Cisco AnyConnect
Secure Mohi |

Client. When prompted, choose Yes to proceed
h installation




Siep 7: Step &: Siep 9:

EJ Cisco AnyConnect Secure Mobility Client Setup x
% Cisco AnyConnect Secure Mobility Client = X

Calculator

Completing the Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

Calendar

[ I —] Ready to connect,
—_—

E— |tast cisco.com

B

Camera

Click the Finish button to exit the Setup Wizard,

To establish a secure VPN connection, click Connect.

You have successfully installed the Cisco AnyConnect Secure Launch the Cisco AnyConnect Secure Mability Client from the
Maobility Client and can begin using it. Click Finish to exit the Start Menu
Setup Wizard
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as ) VPN (Virtual Private Network) is required to access your campus desktop from off campus as well as other UT services.

earch this space
* VPN requires twe-factor authentication using DUO.

PAGE TREE * To setup DUO far the first time: https://utdirect.utexas.edu/apps/duo/register/duo_login/?next=/apps/duo/register/

™ Accessing Engineering Resources

Installing VPN (Application: Cisco Anyconnect Secure Mobility Client)

= Accessing Engineering Student St
* Engineering managed computer

® The application, Cisco AnyConnect Secure Mobility Client, should already be installed.
* Faculty/Staff - Accessing Austin Di s If you don't see it installed, open "Software Center” and choose to install it.
* Personal computer: PC or Mac

e Go to httpsy//vpn.utexas.edu and enter your UT EID and Password.
* Using Remote Desktop » Authenticate with DUO

® Select the Download button to download and install the software.
* Mobile Device

= Connecting to the University of

= Macintosh Remote Desktop Acces

= Virtual Desktop Environment ("Ap

* Application Support e Download the free Cisco AnyConnect Secure Mobility Client app

> Office 365 - Email and Calendaring * Users of iOS devices may download the app from the iTunes App Store.
» Users of Android devices may download the app from Google Play.

* Personal Computers at UT » Please be sure to keep the apps updated.

>

Using your UT computer

UT EID Password Change Connecting to VPN:

e Start the application: Cisco AnyConnect Secure Mobility Client.
- g

4
e Connect to: vpn.utexas.edu
* Username: YourElD
e Password: YourEIDPassword
e DUO Passcode (or "Second Password” on mobile apps)
* push << Sends a notification to your smart phone
* sms << Sends an text to your cell phone
* phone << Sends a call to your phone number
* <pumeric passcode> Generated from Duo App or text

H Confluence Documentation | Web Privacy Policy | Web Accessibility 2]
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Link for setting up 2-Factor
Authentication using Duo:

https://wikis.utexas.edu/display/comm/Duo+-+Two+Factor+-++Authentication+-+Mobile+Phone+-+How+to+Authenticate+Your+Cell+Phone


https://wikis.utexas.edu/display/comm/Duo+-+Two+Factor+-++Authentication+-+Mobile+Phone+-+How+to+Authenticate+Your+Cell+Phone

Once you're connected to VPN:

You can log into the GSAF server using either ssh (if you’re on a Mac):.
- start terminal, enter command:

ssh studentNN@gsafcomp@l.ccbb.utexas.edu

(but replace NN with the two-digit number you’'ve been assigned!)
- see https://lwww.servermania.com/kb/articles/ssh-mac/ for more info

Or putty (if you're on a Windows PC):
- See remaining slides, which go through steps for installing from:
https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.htmi


https://www.servermania.com/kb/articles/ssh-mac/
https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
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Download PuTTY: latest release (0.74)

This page contaimns download links for the latest released version of PuTTY. Currently this 1s 0.74, released on 2020-06-27.
When new releases come out. this page will update to contain the latest. so this is a good page to bookmark or link to. Alternatively. here is a permanent link to the 0.74 release.

Release versions of PuTTY are versions we think are reasonably likely to work well. However, they are often not the most up-to-date version of the code available. If you have a problem with this release.
see if the problem has already been fixed in those versions.

then it might be worth trying out the development snapshots, to

Alternative binary files

e ™
Package files
You probably want one of these. They include versions of all the PuTTY utilities.
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)
MSI (‘Windows Installer®)
2-bit: putty-@.74-install (or by FTP) (signature)
64-bit: putty-64bit-@8.74-installer.msi (or by FTP) (signature)
Unix source archive
.tar.gz: putty-e.74.tar.gz (or by FTP)
.
4 )

The installer packages above will provide versions of all of these (except PuTTYtel). but you can download standalone binaries one by one if you prefer.
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)

putty.exe (the SSH and Telnet client itself)

32-bit: putty.exe (or by FTP) (

64-bit: putty.exe (Ol‘ b_’FTP) {

pscp.exe (an SCP client, i.e. command-line secure file copy)

32-bit: pscp.exe (or by FTP) (signature)
64-bit: pscp.exe (or by FTP) (signature)

psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTP)

2-bit: psftp.exe (or by FTP)
64-bit: psftp.exe (or by FTP)
hittps://the.earth, i ~sgtatham/ putty/latest/wEd/putty-645it-0.74-installer.msi

H P Type here to search
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Download PuTTY: latest release (0.74)

This page contains download links for the latest released version of PuTTY. Currently this is 0.74, released on 2020-06-27.

When new releases come out, this page will update to contain the latest, so this is a good page to bookmark or link to. Alternatively. here is a permanent link to the 0.74 release.

Release versions of PuTTY are versions we think are reasonably likely to work well. However, they are often not the most up-to-date version of the code available. If you have a problem with this release.
see if the problem has already been fixed in those versions.

then it might be worth trying out the development snapshots, to

Alternative binary files

- ~
Package files
You probably want one of these. They include versions of all the PuTTY utilities.
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)
MSI (“Windows Installer®)
32-bit: putty-@.74-installer.msi (or by FTP) )
64-bit: putty-64bit-8.74-installer.msi (or by FTP) (signature)
Unix source archive
.tar.gz: putty-e.74.tar.gz (or by FTP) (signature)
- ~

The installer packages above will provide versions of all of these (except PuTTYtel). but you can download standalone binaries one by one if you prefer.
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)

putty.exe (the SSH and Telnet client itself)
32-bit: putty.exe (or by FTP) (signature)
64-bit: putty.exe (or by FTP) (signature)

pscp.exe (an SCP client, i.e. command-line secure file copy)
32-bit: pscp.exe (or by FTP)

64-bit: pscp.exe (o FTP)

psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTP)

17-hit neftn ava (o e ETPY (eiomatiral

& putty-64bit-0.74-i....ms| ~
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This page contains download links for the latest released version of PuTTY. Currently this is 0.74, released on 2020-06-27.
When new releases come out, this page will update to contain the latest, so this is a good page to bookmark or link to. Alternatively. here is a permanent link to the 0.74 release.

Release versions of PuTTY are versions we think are reasonably likely to work well. However, they are often not the most up-to-date version of the code available. If you have a problem with this release. then it might be worth trying out the development snapshots, to
see if the problem has already been fixed in those versions.

(" ™\
Package files

[ 48! PuTTY release 0.74 (6a-bit) Setup - X

You probably want one of these. They include versions of all the PuTTY utilities. Welcome to the PUTTY release 0.74

(64-hit) Setup Wizard
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)
MSI (“Windows Installer*)

32-bit: putty-@.74-installer.msi (or by FTP)
64-bit: putty-64bit-8.74-installer.msi (or by FTP)

The Setup Wizard wil install PUTTY release 0.74 (54-bit) on
your computer. Click Next to continue or Cancel to exit the
Setup Wizard.

Unix source archive

.tar.gz: putty-@.74.tar.gz (or by FTP)

=

Alternative binary files

The installer packages above will provide versions of all of these (except PuTTYtel). but you can download standalone binaries one by one if you prefer.

(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)

putty.exe (the SSH and Telnet client itself)

32-bit: putty.exe (or by FTP) (signature)

64-bit: putty.exe (or by FTP) (signature)

pscp.exe (an SCP client, i.e. command-line secure file copy)

32-bit: pscp.exe (or by FTP)
FTP)

64-bit: pscp.exe (o

psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTP)
32-bit: psftp.exe (or by FTP) (signature)
64-bit: psftp.exe (or by FTP) (signature)

E £ Type here to search
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Download PuTTY: latest release (0.74)

!

This page contains download links for the latest released version of PuTTY. Currently this is 0.74, released on 2020-06-27.

When new releases come out, this page will update to contain the latest, so this is a good page to bookmark or link to. Alternatively. here is a permanent link to the 0.74 release.

Release versions of PuTTY are versions we think are reasonably likely to work well. However, they are often not the most up-to-date version of the code available. If you have a problem with this release.
see if the problem has already been fixed in those versions.

then it might be worth trying out the development snapshots, to

Alternative binary files Back Cancel

- ~
Package files
15 PUTTY release 0.74 (64-bit) Setup — X
Destination Folder f
You probably want one of these. They include versions of all the PuTTY utilities. Click Next to install to the default folder or cick Change to choose another.
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.) e R e
MSI (“Windows Installer®)
32-bit: putty-@.74-installer.msi (or by FTP) DAMILE) e program Fies PuTTY
64-bit: putty-64bit-8.74-installer.msi (or by FTP) (signature Change...
Unix source archive
.tar.gz: putty-e.74.tar.gz (or by FTP) (signature
- ~

The installer packages above will provide versions of all of these (except PuTTYtel). but you can download standalone binaries one by one if you prefer.
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)

putty.exe (the SSH and Telnet client itself)
32-bit: putty.exe (or by FTP) (signature)
64-bit: putty.exe (or by FTP) (signature)

pscp.exe (an SCP client, i.e. command-line secure file copy)
32-bit: pscp.exe (or by FTP)
FTP)

64-bit: pscp.exe (o

psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTP)
32-bit: psftp.exe (or by FTP)
64-bit: psftp.exe (or by FTP)
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s | Wishlist

Download: Stable - Snapshot | Docs | Chang

This page contains download links for the latest released version of PuTTY. Currently this is 0.74, released on 2020-06-27.

When new releases come out, this page will update to contain the latest, so this is a good page to bookmark or link to. Alternatively. here is a permanent link to the 0.74 release.

Release versions of PuTTY are versions we think are reasonably likely to work well. However, they are often not the most up-to-date version of the code available. If you have a problem with this release. then it might be worth trying out the development snapshots, to

see if the problem has already been fixed in those versions.

Alternative binary files Back Cancel

- ~
Package files
15 PUTTY release 0.74 (64-bit) Setup — X
Product Features
You probably want one of these. They include versions of all the PuTTY utilities. Select the way you want features to be installed.
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.) o
. Add shortcut to PUTTY on the Desktop
MSI (‘“'indows Installer’) Put install directory on the PATH for command prompts
32-bit: putty-6.74-1nstall (or by FTP) Associate .PPK files with PUTTYgen and Pageant
64-bit: putty-64bit-8.74-installer.msi (or by FTP)
Unix source archive
.tar.gz: putty-8.74.tar. (or by FTP) (signature
This feature requires 3914KB on your hard drive.
- ~

The installer packages above will provide versions of all of these (except PuTTYtel). but you can download standalone binaries one by one if you prefer.
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)

putty.exe (the SSH and Telnet client itself)

32-bit: putty.exe (or by FTP) (signature)
64-bit: putty.exe (or by FTP) (signature)
pscp.exe (an SCP client, i.e. command-line secure file copy)

32-bit: pscp.exe (or by FTP) (signature)
64-bit: pscp.exe (or by FTP) (signature)

psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTP)
32-bit: psftp.exe (or by FTP) (i
64-bit: psftp.exe (or by FTP)

E £ Type here to search
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Download PuTTY: latest release (0.74)

!

This page contains download links for the latest released version of PuTTY. Currently this is 0.74, released on 2020-06-27.

When new releases come out, this page will update to contain the latest, so this is a good page to bookmark or link to. Alternatively. here is a permanent link to the 0.74 release.

Release versions of PuTTY are versions we think are reasonably likely to work well. However, they are often not the most up-to-date version of the code available. If you have a problem with this release. then it might be worth trying out the development snapshots, to
see if the problem has already been fixed in those versions.

(" ™\
Package files

15 PUTTY release 0.74 (64-bit) Setup — X

You probably want one of these. They include versions of all the PuTTY utilities. Installing PUTTY release 0.74 (64-bit) f

(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)
Please wait while the Setup Wizard installs PUTTY release 0.74 (54-bit).

MSI (“Windows Installer®)

32-bit: putty-@.74-installer.msi (or by FTP) Status:
64-bit: putty-64bit-8.74-installer.msi (or by FTP) (signature
Unix source archive
.tar.gz: putty-e.74.tar.gz (or by FTP) (signature
4 7\
Alternative binary files Back ext

The installer packages above will provide versions of all of these (except PuTTYtel). but you can download standalone binaries one by one if you prefer.
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)

putty.exe (the SSH and Telnet client itself)
32-bit: putty.exe (or by FTP) (signature)
64-bit: putty.exe (or by FTP) (signature)

pscp.exe (an SCP client, i.e. command-line secure file copy)
32-bit: pscp.exe (or by FTP)
FTP)

64-bit: pscp.exe (o

psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTP)
32-bit: psftp.exe (or by FTP)
64-bit: psftp.exe (or by FTP)

o PR TR
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This page contains download links for the latest released version of PuTTY. Currently this is 0.74, released on 2020-06-27.

When new releases come out, this page will update to contain the latest, so this is a good page to bookmark or link to. Alternatively. here is a permanent link to the 0.74 release.

Release versions of PuTTY are versions we think are reasonably likely to work well. However, they are often not the most up-to-date version of the code available. If you have a problem with this release.

see if the problem has already been fixed in those versions.

then it might be worth trying out the development snapshots, to

Alternative binary files

e N
Package files
[ 48! PuTTY release 0.74 (6a-bit) Setup - X
You probably want one of these. They include versions of all the PuTTY utilities. Completed the PuTTY release 0.74
(64-hit) Setup Wizard
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)
Click the Finish button to exit the Setup Wizard,
MSI (“Windows Installer*)
32-bit: putty-@.74-installer.msi (or by FTP)
64=bit: putty-64bit-8.74-installer.msi (or by FTP)
Unix source archive
.tar.gz: putty-8.74.tar.gz (or by FTP)
[]View README file
e a

ok Conce

E £ Type here to search

The installer packages above will provide versions of all of these (except PuTTYtel). but you can download standalone binaries one by one if you prefer.

(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)

putty.exe (the SSH and Telnet client itself)

2-bit: putty.exe (or by FTP)
64-bit: putty.exe (or by FTP)
pscp.exe (an SCP client, i.e. command-line secure file copy)
32-bit: pscp.exe (or by FTP)
64-bit: pscp.exe (or by FTP)
psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTP)
32-bit: psftp.exe (or by FTP)
64-bit: psftp.exe (or by FTP)
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PuTTY README

This is the README file for the PuTTY MSI installer distribution. If
you're reading this, you've probably just run our installer and
installed PuTTY on your system.

What should I do next?

If you want to use PuTTY to connect to other computers, or use PSFTP
to transfer files, you should just be able to run them from the
Start menu.

If you want to use the command-line file transfer utility PSCP, you
will need to run this from a Command Prompt or equivalent, because it
will not do anything useful without command-line options telling it
what files to copy to and from where. You can do this by just running
the command ‘pscp’ from a Command Prompt, if you used the installer’s
option to put the PuTTY installation directory on your PATH.
Alternatively, you can always run pscp.exe by its full pathname, e.g.
"C:\Program Files\PuTTY\pscp.exe".

(Note that a Command Prompt that was already open before you ran the
installer will not have inherited the update of PATH.)

What do I do if it doesn’t work?

The PuTTY home web site is
https://wai.chiark.greenend.org.uk/~sgtatham/putty/

Here you will find our list of known bugs and pending feature
requests. If your problem is not listed in there, or in the FAQ, or
in the manuals, read the Feedback page to find out how to report
bugs to us. PLEASE read the Feedback page carefully: it is there to
save you time as well as us. Do not send us one-line bug reports
telling us "it doesn’t work'.
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